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1. This memorandum summarizes the comments of the 
Ciphony Sub-Comnittee of the A3aTC on the Amy Ground forces 
Equipment Sevier Board Report. The memorandum is divided in* 
to four parts as follows: 

1. General Comments 

II* Comments on Specific Paragraphs of the Subject 
Report 

III. Comments on the Statements I'ade by tha Theaters 
and Other Agencies on the Subject Report 
IV, Summary of the Present Status of the Ciphony 
Program 

I. OB^SRAL OOI^ffiTS 

2. The stand taken by the At ray Ground Forces Equipment 
Review Board with regard to ciphony equipment my be sum- 
marized as follows: 

■» 

a. .in integrated secure telephone system should be 
the primary means of tactical communication. 

i 

b* Adequate secure and light weight ciphony equip- 
ment la the predominant need in achieving such a - communica- 
tions system* 

c* Develo orient of improved ciphony eouipnant should 
be given the highest priority. 

3. The tiUb-Comnittee concurs in the importance of cl- 
phony equipment and in the necessity of giving its develop- 
ment the highest priority. The speed* convenience and the 
advantages of direct personal contact obtained with voice 
communication are fully recognized by the sub-oomittee. How- 
ever, certain facts must bs considered before a final deci- 
sion is reached to use voice communication as the primary 
means of taotical communication* 

4* The complex nature of speech results in serious 
technological difficulties which must be overcome before 
both secure and light Weight ciphony equipment can be pro- 
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vided. At the present stage* secure equipment can be pro* 
vlded but such equipment Is large and complex* Present 
light weight equipment is inseoure and Inadequate In other 
respects* It must be recognized that no solution is now 
in sight whloh will entirely overcome the problems involved 
and that it will probably be some years before equipment 
whloh Is both small and secure enough to be used on the very 
widespread basis contemplated by the Ground Forces can be 
developed. Furthermore, severe compromises in the remainder 
of the communications system may be required to accommodate 
such improved oiphony equipment* 

5* Another factor to consider in the widespread use of 
clphony equipment is the lack of a permanent written record. 
In the oase of :3IG;3ALY, a high echelon secure oiphony de~ 
vice* it was found necessary after a period of use to In* 
stall recorders for this purpose, 

6. In view of the above, It is recommended that the 
development of ciphony equipment be continued with the high- 
est possible priority with the aim of ultimately achieving 
the results desired by the Ground Forces while, at the same 
time, continuing a considerable program to develop Improved, 
more convenient and faster literal cipher systems. 

7. One important decision which must be made in con- 
nection with the application of clphony to an Integrated 
communications system concerns the plan used in applying 
eiphony to the system. Two general plans are possible s 

a. Ciphony equipments located at the users with 
no intermediate clphony devices. 

b. Security for each link in the system provided 
by separata oiphony equipments. This would mean that when 
a call passes through several awitohboards, clphony equip- 
ments located at the switchboards (and at the users) would 
secure each link in the system independently, 

8. While (a) above is the more desirable alternative 
from a security viewpoint , since the users eas be certain 
that adequate security is being maintained over the entire 
system, the difficulties In providing and operating .the 
system make it thoroughly impractical. Cryptographically 
communicable oiphony devices would be required at every 
telephone* This will only be possible when a very small 
but highly 8eoure device is available. Furthermore, every 
user would have to be in possession of the key settings 
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required to communicate with every other user with whom 
he must communicate. This is obviously impractical in a 
highly integrated system from both security and operation* 
al vievrpoints. A further objection to this plan is the in- 
flexibility which would result* It is therefore re com* 
mended that plan (b) or a compromise between plans (a) and 
(b) be adopted* 

9. The 3oard report has very little to say with re- 
gard to Clfax equipment. It seems likely that a need, per- 
haps not clearly recognized at the present time, exists for 
a clfax device for transmitting classified maps, sketches, 
photographs, etc. The Cryptographic Plan (3IGIRA) includes 
requirements for two types of cifax devices: (a) A port- 

able device for use in forward eohelons and (b) A fixed 
plant device for use between higher headquarters. 



II. C0i:U5KTS OK 3 ?L,CIifIC ?ARAGR.iPi:3 OF "”!E BOARD REPORT 



10. Par. 89b - Preproduotion models of Speech Equip- 
ment All/ G3Q— 3 are now in the hands of this Agency and tests 
on them will be completed by 15 lifiaroh 1946. This equipment 
partially fulfills the requirement for equipment for Army 
Corps and Division nets but does not meet the military char- 
acteristics included as Inclosure 3R of the Board Report. 

The nomenclature, Speech Equipment AU/GS'i-5, has been as- 
signed equipment to meet the mill 1 ary characteristics. Pilot 
models will be available in not less than two years. Speech 
Equipment AN/GSCi-4 to meet the" mlTItary characteristics 
(Inclosure 2R) for equipment for Regimental, Battalion and 
Company neta is now under development, but pilot models will 
not be available for several years. 



11* Par. 106a - Concur, 

12. Par* 106b - Concur* However, in general no dif- 
ference between equipment for use on radio and wire should 
be contemplated, 

15. Annex R. Par, lb - Ooncur in so far as the need 

for speech security is expressed, 

' »' 

. Id. Annex R, Far. 2o - See paragraphs 3,4,5 and 6 

QDOVQ* 

15, Annex R. Par. 3b - Concur. However, in general 
no difference between equipment for use on radio and wire 
should be contemplated. 
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16* .innex R. Par. 3c - Development work on theee 
equipments has already been started* See Paragraph 10 above* 
III. COLITIS ON STATEMENTS OP ^CSAT^RS AND OTHERS 



17 * ::to Comments* Par* 89a - Concur with one excep- 
t ion-— no inherent security is available in any radio equip-* 
ment, Including AN/TRC-0, 

18, LTO Comment a* Par* 89b - Concur# However, due to 
the technical problems Involved in the development of such 
equipment, it is unlikely that light weight equipment of 
medium and high security oan be provided for a considerable 
period of time* In the immediate future, equipments will be 
either large in size or relatively insecure. 

10* MTQ Comments* Par* 89g - Concur in the need for 
enciphered facsimile. ' If RC-5® is used to transmit the plain 
text of written messages, some means of enciphering the trans 
nitted signal should be provided* It is not felt, however, 
that the cipher device should be built into the facsimile 
equipment, but rather that the facsimile and sipher equip- 
ment should be of functionally integrated design. See par- 
agraph 9 above* 

20. STO Comments, Par* 3 - Concur in statement as a 
general policy* Exceptions may be required in specific 
caaes, however, 

21* U3AP? Comments on Specific Paragraphs 1 and 2 - 
Concur in the importance of speech security," 

22. USAP1 3 Comments on Specific Paragraphs. Par* 5k - 
Military Characteristics, TnoXosure Sxl, ' 'AgF Equipment ke- 
view Board Report, covers equipment which will fulfill these 
requirements* It is not recommended that combined radio- 
telephone and voice security equipment be provided* 

23, sci;L Comments. Par* 106b - Concur* See paragraphs 

3, 4, 5 -and 6 above* ' " " ' 

f 

24* AFPAO ^41/10 - This statement is interpreted to 
mean that a secure oiphony device should be provided for 
use with suoh a system*'- Concur that seourity would be re* 
quired for suoh a system*; „ n. , 



IT. PRESENT STATUS OF DEVELOPMENTS 
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^ . *25. Since the,, outbreak of^the war. active inter- 

est in ciphony equipment on tne part or the using services 

has become increasingly apparent. The first recognized 
need for speech security equipment which resulted in the de- 
velopment of a highly secure device was for equipment to se- 
cure radio-telephone circuits between .Washington, D.C. and 
the various theaters of operation. The equipment developed 
to fill this need was Telephone Terminal HC-220-T1 or SIG- 
SaLY. 



26. The 3IG3ALY is a very large, intricate de- 
vice, consisting of approximately 50 seven foot individual 
bays and requiring fixed plant installation in buildings 
capable of being air-conditioned. Air-conditioning ap- 
paratus in included as a part of each terminal. 

27* The equipment has served its purpose very 
adequately. The cryptographic principles utilized are 
sound and the development and use of the equipment has 
proven to be a significant stepping stone in the advance- 
ment of the art of speech security. 



28. 3y the spring of 19**. 2, it was apparent that 
there were definite requirements for speech security equip- 
ment, not only in the high-level echelons v/lth which 3IG- 
3ALY was associated, but also in Array Corps, Division and 
lower. -*t this time the Array Communi cat ions Board invest- 
igated the requirements (Case No. 77, "Security of Voice 
Communication over ,/ire and Radio Circuits ,, ), proposed 
military characteristics for three types of speech security 
equipment, and recommended their development. These were: 

Type I - Equipment for use forward of the Division, 
offering two {"&) hours of security. Equipment should not 
weigh more than 50 pounds, should not occupy more than l£ 
cubic feet and should not require more than 150 watts of 
primary power* 

Type XI - Equipment serving headquarters of Div- 
isions, Corps, armies and Task Foroes offering 72 hours of 
security* Equipment should be capable of being installed 
and operated in a standard 2^- ton Cargo truck with a trail- 
er for primary power supply* 



Type III - Equipment serving headquarters of The- 
aters, Defense Commands. Major Commands and the War Depart* 
ment offering 12 months’ security and be operable as term- 
inal equipment in fixed plant installations* 

- * * 

r L < ' 

89* The recommendations of the Array Communications 

Board were approved by the Assistant Chief of Staff, 0-4, 
and concurred In by i the Assistant Chief of Staff, 0-2 « 
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30, The requirement for Type lit equipment had 
already been filled by SIGSALY* Zt was then necessary to 
develop the Types Z and IZ devices* Nomenclature was as- 
signed as Speech Equipment, an/Gsq- 1, for the Type I equip- 
ment and Speech Equipment, AN/GSQ-8, for the Type II equip- 
ment, (Later, the AAF requested that two Type II equip- 
ments be furnished; one installed in a shelter, and the 
other packed for air shipment. The former was designated 
as Speech Equipment, AN/G3Q-3 ) . 

B« Present Status 

31. Speech Equipment, AN/GSQ-1, which was devel- 
oped in an attempt to meet the requirements for Type I equip- 
ment, is a device operating on the time-dclay-scrambling 
(TD3) principle. The Army Ground Forces became Interested 

in It after a demonstration before the Infantry Board at 
Ft. Henning in Inarch, 1945. It was decided by the Army 
Ground Forces that it would be acceptable as an interim de- 
vice and would be Issued on a T/0 and 1 basis to Array Ground 
Forces units. At the time hostilities c-.ased, plans were 
being made with the manufacturer for large-scale production. 
At present, specifications are prepared, test data are avail- 
able and the equipments may be manufactured if the need 
should arise. 



32, The principle faults of the equipment are: 



(1) It does not offer sufficient security. 

(2) It can be used ohly on a puah-to-talk 
circuit, due to the inherent time delay 
of the system. 

(3) It is too large and requires too much 
power to be used as a man-carried device. 



33* Speeoh Equipment, AN/GSQ-3 , which has been 
under development in an attempt to meet the requirements of 
Type II equipment, is a miniaturization of the 3IGSALY equip- 
ment* Contracts were plaeed for six (6) service test or pre- 



production models, and two (2) of 
By 15 liarch 1943 all six (6) will 



the se^ have, been delivered* 
have been delivered ana 



engineering and service tests will have been completed. 



34. Before the cessation of hostilities, the 
Army Ground Foroes indicated a substantial requirement for 
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Speech Equipment, AN/G3>.}»3, Again, arrangements were be* 
ing made with the manufacturer for large scale production, 
the equipment being acoepted by the AG? as interim device* 
After V-tf Say, the procurement program was cancelled and 
nothing further has been done toward scheduling procure* 
meat to provide the equipment to tactical troops, although 
the equipment has been standardized* 

35* The AN/G3Q-3 fell short of the military char- 
acteristics as set forth for Type II equipment in the fol- 
lowing respects: 

(1) The equipment is much larger and heavier 
than called for by the u/C'b* Instal- 
lation is made in a large 4-wheel trailer 
with the power unit carried by the tow- 
ing tractor (a^-ton Cargo tsuck)* 

(2) Special microphones are needed (these 
are furnished as part of the equipment) • 

36, The equipment exceeds the L^C'b with regard 
to security requirements, in that the security offered is 
comparable to that of the 3IGSALY. The size of this equip- 
ment could not be appreciably reduced by lowering the se- 
curity, 

C, Current Plans 

37, 3oth Speech Equipment, AN/CSQ-1 and Speech 
Equipment, AK/GS'>3 have fallen into the category of in- 
terim devices for the Array Ground forces because of the re- 
cent requirements which became evident early In 1945, These 
are set forth in military characteristics prepared by the 
Amy Ground Forces and forwarded to the Army Security Agency 
in ilaroh 1945, The two equipments required by Army Ground 
Foroee have been assigned the nomenclature of Speech Equip- 
ment, aR/GSQ* 4 and 3peeoh Equipment, AN/G3Q-5 (Inoloaures 
2R and SR, Army Ground Forces Equipment Review Board Re- 
port), 



38, At the present time, research work Is being 

conducted with high priority in order that the two equip- 
ments may be expeditiously developed* Several proposals 
for the AN/GSG-5 show promise and these are being dili- 
gently jstudieli® Work on the' AN/GSQ*»4 has consisted of pre- 
liminary reeeareh and, as yet, no method for providing the 
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necessary security with the size and, as yet, no method 
for providing the necessary security vdth the size and 
weight limitations has been revealed. The work continues 
on this basis* 

39* Every effort is being made to keep abreast 
with the trend toward miniaturization and functional in* 
tegration of Army communications equipment. From the de~ 
velopment of the 3IGSALY to the projected plans for 3peech 
Equipment, AN/GdQ-5, great strides have been accomplished. 

It is expected that, although no immediate solution is ev- 
ident for the smaller equipments, more secure and some** 
what smaller devices may be developed.ln the next few years. 



DANIEL F. IIOTH 
Captain, Signal Corps 
Chairman, Ciphony Sub- 
committee 
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